“4ipnet’s enterprise Wireless LAN Solution enhances network reliability and simplifies network management, Minimizing
potential downtime and increases business productivity”
With BYOD (Bring Your Own Device) being a trend, corporates are now facing some new challenges with their network infrastructure. As staff
operate bandwidth-hungry applications such as video conference, live demo and skype with their iPhones & iPads, the issue of how to support
employees with reliable wireless network infrastructure emerges.
In addition it is also important for enterprises to enhance wireless security and implement user management to protect intellectual property and
confidential information against malicious activities. To address these issues, a managed wireless network is a must-have for businesses of all types
and scales.

Secure Enterprise-Grade WLAN for
your Enterprise Network
Bring your own device (BYOD) is the major trend in wireless networking today. This development in
device mobility brings several new challenges to managing enterprise networks. Increasingly, employees
bring their own smartphones and tablets to the company network, causing potential security breaches.
In addition, employees increasingly operate bandwidth-hungry applications such as high-definition video
conferencing. These increases require network administrators to find new ways to manage a secure and
high performing corporate wireless network, while minimizing potential downtime to maintain business
productivity.
4ipnet’s enterprise-grade wireless LAN (WLAN) solutions match the security, uninterrupted service delivery,
and performance of wired networks, while allowing mobility and flexibility of BYOD wireless networks.
4ipnet’s WLAN solutions offer web-based and
802.1X user authentication to ensure that only
authorized users can access the corporate
network. For tightened security, role-based
policies define the permissions of different user
groups on the corporate network. For network
administrators 4ipnet’s WLAN solutions include
easy to set up security features such as firewalls,
rouge AP detection, and network encryption.
To allow remote employee login 4ipnet’s WLAN
solutions offers secure VPN, besides encrypted
tunnels for remote network management. Finally,
4ipnet’s WLAN solutions come with connectivity
optimization and redundancy features to assure
4ipnet's WLAN solution delivers reliable and secure Wi-Fi for
network reliability and business productivity.
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Network security and confidentiality of corporate data
are the greatest concerns for enterprises. 4ipnet’s WLAN
solutions come standard with advanced security features
that significantly simplify management of enterprise
networks. 4ipnet’s WLAN solutions can perform rogue
AP detection to find unauthorized APs that gained access
to the network. The WHG controllers also have detailed
network activity monitoring and reporting capabilities to
keep track of network traffic and associated devices. When
network administrators configure the layer 3 firewall they
can also carefully control what network traffic goes in and
out. In addition, all 4ipnet’s EAP and OWL access points
(APs) come equipped with a layer 2 firewall. These features
in combination with DHCP snooping and WPA2-Enterprise
Wi-Fi encryption keep the private company network secure.
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Secure Remote Network Access and Management
Increasingly employees need to connect to the enterprise network to retrieve confidential documents
while working from home or from remote locations. These remote connections are security risks that
the network needs to properly deal with. 4ipnet’s WHG controllers facilitate secure VPN connections
that allow employees to access the enterprise network from any remote location without compromising
network security. Similarly, encrypted network tunnels between branch offices and headquarters
are crucial to ensure enterprise network security and to implement unified user policies. Small and
medium-sized businesses (SMBs) may consider tunneled layer 3 access point (AP) management, while
larger enterprises may require site-to-site VPN connections to manage remote enterprise networks.
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With the increase of BYOD devices such as smart phones and tablets
accessing the company network, Wi-Fi access control is no longer optional.
Enterprises need to have complete visibility of all users on their network
as to prevent, identify, and fend off potential intruders. Therefore, 4ipnet’s
WLAN solutions support both browser-based and 802.1X authentication
mechanisms to ensure the proper identification of network users before
accessing the network. Network administrators can easily configure
customizable captive portals for web-based authentication of employees.
Alternatively, network administrators can configure authentication using
external databases that are already present in the enterprise network,
such as LDAP, POP3, NT Domain, and RADIUS. Either way, only network
users with the proper credentials can access the company network.
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4ipnet's enterprise WLAN solution enhances network
reliability and simplifies network management, minimizing

Comprehensive Event Tracking
4ipnet controllers support numerous network logs and reporting mechanisms,
such as the HTTP Web Log that records visited website histories of all users.
Combined with the NAT Conversion Log, schools can easily trace internal to
external network addresses when illegal or suspicious activities are performed.
Finally, real-time e-mail notiﬁcations ensure that network downtime is
minimized.

potential downtime and increasing business productivity.
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802.1X is the preferred method of authentication in environments where
security is of the upmost concern. In addition to security, one of the
major beneﬁts of 802.1X is the seamless and transparent login process.
The user does not need to access a web browser after connecting to the
802.1X enabled access point - rather, he/she can directly start using all
internet services upon association to the AP.
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Centralized Management
Centralized management of users and APs reduces maintenance
eﬀort and costs. Moreover, real-time monitoring and reporting
simpliﬁes troubleshooting, allowing IT personnel to quickly react
and debug wireless connectivity issues.
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Access Control Using Role-based User Policies
To prevent abuse of network devices by undesired applications and to assure
conﬁdentiality of corporate information, 4ipnet’s WLAN solutions can manage
BYOD and corporate-owned devices with distinct network policies. With only a
few clicks on the admin web interface of 4ipnet’s WHG controllers, network
administrators can conﬁgure role-based user policies. For each user group these
policies deﬁne how users can access the network and what their bandwidth,
ﬁrewall, and other quality of service (QoS) settings are. Service zones make this
possible by separating groups of network users into diﬀerent virtual LAN (VLAN)
partitions on the enterprise network. These virtual subnets each have their own
user policies that prescribe what users are permitted to do on the enterprise
network.
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Enterprise Network Reliability
Interruptions in wireless network connectivity are losses in productivity. 4ipnet’s WLAN solutions offer
advanced features that are easy to configure to enhance network reliability. For instance, the traffic
prioritization feature ensures the smooth operation of mission-critical VoIP communication. In addition,
optimal client filtering and AP load balancing optimize the wireless network by optimally allocating the
connectivity of network users. Moreover, 4ipnet’s WHG controllers come equipped with dual WAN ports for
load balancing and uplink failover. Network administrators can also configure the WHG controllers in the
high availability 1+1 mode, or the more cost-effective N+1 redundancy mode. All these features minimize
potential downtime, assure network reliability, and improve business productivity.

Enterprise
Solution Portfolio
Wireless LAN Controller

Active AC # 1

Internet

WHG

WHG-series

supporting from 40 to 1,200
4ipnet APs

Active AC # 2

Standby AC
WHG
WHG

SW1024
Active AC # 3
WHG

Wireless Access Point
SW

SW

EAP

EAP

EAP

EAP

Active AC # 1
Managed Network

EAP

SW

EAP

EAP

Active AC # 2
Managed Network

EAP

EAP

Network gateway
functionality
e.g. DHCP, NAT, Proxy

LOGIN

www.4ipnet.com

EAP760

Indoor dual radio, 2x2:2 802.11ac
AP with 2 GbE LAN ports

Indoor dual radio, 2X2:2 802.11ac
AP with built-in antennas

Indoor dual radio, 3x3:3 802.11ac
AP with with 802.3af PoE-out
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Indoor dual radio, 3X3:3 802.11ac
AP with built-in antennas

Outdoor dual-band, 802.11n AP
with multiple operation modes

Outdoor dual radio, 3x3:3
802.11ac AP with 802.3af PoE-out
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